Pis'ma v ZhETF, vol. 124, iss. 6, pp. 504—506

Unidimensional-modulation continuous-variable quantum key
distribution under light-injection attacks

P. Wang"), J. Liang, Z. Bai, L. Chang

School of Information, Shanxi University of Finance and Economics,
030006 Taiyuan, China

Submitted 10 August 2026
Resubmitted 19 August 2026
Accepted 19 August 2026

Unidimensional-modulation continuous-variable quantum key distribution has received considerable atten-
tion due to its simplified transmitter architecture, reduced random-number consumption, and low deployment
cost. However, its security against source-side light-injection attacks remains unexplored. In this paper, the
effects of such attacks on unidimensional-modulation continuous-variable quantum key distribution systems
are systematically investigated. A theoretical model of quantum-state preparation at the transmitter under
light-injection attacks is established, parameter estimation bias formulas are derived, the resulting degradation
in the secret key rate is quantified, and the theoretical results are validated through numerical simulations. In
addition, the security implications of light-injection attacks in the finite-size regime are examined. The results
demonstrate that light-injection attacks cause overestimation of the channel transmittance and underestima-
tion of excess noise. Under finite-size conditions, these attacks reduce the minimum data-block length required
to achieve a positive secret key rate, thereby creating a false indication of security even when no secure key can
actually be generated. These findings demonstrate that light-injection attacks constitute a serious threat to
unidimensional-modulation continuous-variable quantum key distribution systems and provide an important
theoretical foundation for future secure practical deployment.
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Continuous-variable quantum key distribution
(CV-QKD) enables information-theoretically secure
key exchange over optical fiber networks, serving as
a core technology for next-generation quantum-secure
communication systems [1-7]. The unidimensional-
modulation CV-QKD (UD CV-QKD) protocol, which
encodes key information on only one quadrature
(either amplitude or phase) via a single optical
modulator, has attracted widespread attention for
its simplified transmitter structure, lower random-
number consumption and reduced deployment cost,
making it a highly competitive scheme for practical
metropolitan quantum communication [8-20]. However,
practical QKD systems face side-channel security
risks caused by device imperfections. Light-injection
attack, as a typical source-side attack, allows an
eavesdropper to inject external classical light into the
transmitter to alter the operating characteristics of
optical components, thereby distorting the prepared
quantum states and inducing biased parameter es-
timation [21-27]. While the impact of such attacks
on conventional two-dimensional CV-QKD has been
extensively studied, the security of UD CV-QKD under
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light-injection attacks remains to be systematically
clarified.

In this work, we present a comprehensive security
analysis of source-side light-injection attacks against UD
CV-QKD systems. We first establish a physical model
for quantum state preparation at the transmitter under
light injection, and introduce an intensity-scaling factor
k to quantify the attack intensity. Through theoretical
derivation, we prove that when the legitimate parties
are unaware of the attack, the estimated channel trans-
mittance will be overestimated by a factor of k, while
the estimated excess noise will be underestimated by a
factor of 1/k. This systematic bias leads the communi-
cating parties to calculate a secret key rate significantly
higher than the actual secure value, leaving the attack
undetected within the system noise floor.

We further evaluate the secure key rate using the
standard entanglement-based approach under reverse
reconciliation, and derive the covariance matrix of the
system considering channel loss, excess noise and detec-
tor imperfections. To ensure unconditional security, we
apply the Heisenberg uncertainty principle as a physi-
cal constraint on the phase-quadrature correlation term,
and obtain the provably secure key rate by minimizing
over the eavesdropper’s optimized strategy. For practi-
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cal finite-size scenarios [28], we incorporate statistical
fluctuations of parameter estimation by using conserva-
tive confidence bounds based on standard normal distri-
bution quantiles, and analyze the finite-size secret key
rate considering parameter estimation failure probabil-
ity and privacy amplification correction.

Figure 1 shows the secret key rate as a function
of transmission distance under different attack inten-
sities. The curve for k = 1 represents the attack-free
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Fig.1. (Color online) Secret key rate versus transmission
distance under different light-injection attack intensities
(k=1,1.03, 1.05, 1.07, 1.1)

benchmark, with a maximum secure transmission dis-
tance of approximately 100 km. As the attack inten-
sity k increases, the key rate curves shift upward and
extend to longer distances, indicating that the system
overestimates both the achievable key rate and the max-
imum transmission distance. When k = 1.05, the max-
imum transmission distance increases to approximately
120 km, which is 20 km greater than that in the attack-
free case. This behavior is consistent with the theoreti-
cal analysis, which indicates that light-injection attacks
systematically overestimate channel transmittance and
underestimate excess noise, thereby producing an overly
optimistic evaluation of channel quality. Further simula-
tion results show that the overestimation effect becomes
more significant with the increase of channel loss and ex-
cess noise. Remarkably, under channel conditions where
no positive key rate can be achieved without attack, the
attack can still cause the system to incorrectly predict
a positive key rate, creating a false sense of security. In
the finite-size regime, the attack reduces the minimum
number of pulses required to obtain a positive key rate,
which means the system may misjudge the communica-
tion as secure with fewer data.

These results confirm that light-injection attacks

IIucbma B 2KOTP Tom 124 Bpm.5-6 2026

pose a serious and non-negligible security threat to prac-
tical UD CV-QKD systems. To mitigate this vulner-
ability, we propose two practical countermeasures: in-
stalling a high-isolation optical isolator at the transmit-
ter output to physically block backward-injected light,
and integrating a real-time optical power monitoring
module to detect abnormal intensity fluctuations and
terminate communication when deviations exceed the
security threshold. This work provides an important
theoretical basis and practical guidance for the secure
deployment of UD CV-QKD systems.
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